CLAIMS 

1. A system for porting user data from one computer to another, 
comprising: 

a memory device to store the user data; and 

a smart card associated with a user that altemately enables access to the 
user data on the memory device when both the memory device and smart card are 
interfaced with^common computer and disables access to the user data when one 
of the memory device or smart card is absent. 



2. A system as\recited in claim 1, wherein the memory device stores a 
user's profile that can be used to configure a computer. 



3. An assembly as reci^d in claim 1, wherein the smart card stores a 
passcode and access to the user data in the memory device is enabled upon 
authentication of a user-supplied passpode to the passcode stored on the smart 
card. 



4. An assembly as recited in claim ^, wherein the memory device stores 
a public key and the smart card stores a corre^onding private key and access to 
the user data in the memory device is enabled uponNyerification that the public key 
and the private key are associated. 



5. A profile carrier comprising: 
a smart card to store a passcode and a private key fron^v a private/public key 

pair; 
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memory device to store a user profile and a public key fi'om the 
private/i^blic key pair; 

whei;^ein when the smart card and the memory device are interfaced with a 
common contijuting unit, the smart card is configured to permit use of the private 
key following A^alidation of a user-entered passcode with the stored passcode and 
to authenticate the\public key stored on the memory device using the private key; 
the profile carrier being configured to permit access to the user profile stored on 
the memory device upo^ successful authentication of the public key at the smart 
card. 

6. A computer systenK comprising: 
a computing unit having a rnemory drive and a smart card reader; and 
the profile carrier as recitedSn claim 5, wherein the memory device is 

interfaced with the computing unit viaihe memory drive and the smart card is 

interfaced with the computing unit via the smart card reader. 



7. A computer system, comprising: 

a computer having an interface; and 

a smart card secured memory system having data i^mory to store user data 
and a smart card that altemately enables access to the user o^ta when present and 
disables access to the user data when absent. 
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K A computer system as recited in claim 7, wherein the smart card 
stores a^asscode and is configured to authenticate a user-supplied passcode 
entered into\the computer as a condition for enabling access to the user data. 

9. A computer system as recited in claim 7, wherein: 
the smart card stores a first key; 

the data memon^ stores a second key that is associated with the first key; 
and \ 

the smart card is configured to authenticate the second key from the data 
memory using the first key as\ condition for enabling access to the user data. 

10. A computer system as recited in claim 7, wherein: 

the smart card stores a passcode and a private key of a public/private key 

pair; \ 

the data memory stores a public key of the public/private key pair; and 

the smart card is configured to autnfejnticate a user-supplied passcode 

entered into the computer as a condition for enabling access to the private key and 

to authenticate the public key from the data memorV using the private key as a 

condition for enabling access to the user data. \ 

11. A computer system, comprising: \ 

a computer having a memory drive and a card reader; \ 
a portable profile carrier to port a user's profile for configuration of the 
computer, the profile carrier comprising: \ 



Lee & Hayes. PLLC 



15 



mn 130629. t 0406991440 MSl-30IUS.PATjiPP.DOC 



1 

2 
3 
4 
5 
6 
7 
8 
9 
10 
11 
12 
13 
14 
15 
16 
17 
18 
19 
20 
21 
22 
23 
24 
25 




(a) an integrated circuit (IC) card associated with the user that can be 
ii^erfaced with the computer via the card reader; and 

(b) a memory device to store the user's profile, the memory device 
being interfaced with the computer via the memory drive, the IC card 
enabling\ccess to the user data on the memory device; and 

wherein when the profile carrier is interfaced with the computer, the user's 
profile is accessible to configure the computer. 



12. A computer system as recited in claim 11, wherein the IC card 
stores a passcode and is configured to authenticate a user-supplied passcode 
entered into the computer as a condition for enabling access to the user's profile. 

13. A computer system as recited in claim 1 1, wherein: 
the IC card stores a first key; 
the memory device stores a second key that is^associated with the first key; 

and 

the IC card is configured to authenticate the secondVkey passed in from the 
memory device using the first key as a condition for enabling access to the user's 
profile. 

14. A computer system as recited in claim 1 1, wherein: 
the IC card stores a passcode and a private key of a public/private\key pair; 
the memory device stores a public key of the public/private key pair,\and 
the IC card is configured to authenticate a user-supplied passcode entered 

into the computer as a condition for enabling access to the private key and^t^ 
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authenticate the public key passed in from the memory device using the private 
key as^a condition for enabUng access to the user's profile. 



15. "^N^ method for porting a user profile for a computer, comprising: 
storing asuser profile in memory of a smart card secured profile carrier, the 

smart card secureQ\profile carrier having a smart card that selectively enables 

access to the user profile in the memory; 

interfacing the srn^ card secured profile carrier with the computer; and 
reading the user pron|e from the memory for use in configuring the 

computer. 



16. A method as recited in claim 15, fiirther comprising interfacing the 
smart card secured profile carrier with a oifferent second computer and reading the 
user profile from the memory for use in confr^ring the second computer. 

17. A method comprising: 
storing user data on a portable memory device;^ 
storing access credentials on a smart card, the a^ess credentials enabling 

access to the user data stored on the portable memory devicV and 

interfacing the smart card and the portable memory devke with a computer; 
reading the access credentials from the smart card to enals(le access to the 

user data on the portable memory device. 

18. A method comprising: 
storing user data in a portable memory device; 
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storing a device-resident key in the memory device; 
storing a card-resident key on the smart card, the card-resident key 
corresponding to the device-resident key; 

storing a pa^code on the smart card; 
interfacing the\mart card with a computer; 
interfacing the poHable memory device with the computer; 
receiving a user-entei'ed passcode; 

permitting use of the oard-resident key following validation of the user- 
entered passcode with the passcooe stored on the smart card; 

passing the device-resident key from the memory device to the smart card; 

authenticating, at the smart card, the device-resident key using the card- 
resident key; and \ 

permitting access to the user data\tored in the memory device upon 
successful authentication of the device-resident\ey. 

19. In a system having a computer and \ smart card secured profile 
carrier, the smart card secured profile carrier having me^iory to store a user profile 
and a smart card separate from the memory, computer-readable media resident on 
the profile carrier having executable instructions comprising:\ 

receiving a user-supplied passcode from the computer; \ 

authenticating the user-supplied passcode with a passcodh stored on the 
smart card; \ 

enabling access to a private key ^ on the smart card upon successful 
authentication of the user-supplied passcode; \ 

receiving a public key from the memory; \ 
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authemfca^ng^e public key using the private key; and 
enabling access ^?>-41ie user profile in the memory upon successful 
authentication of the public key. 
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